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About this analyst and team

FirstWatch Global

What, When, Where, How Much, Why

Look into Schoolbell infrastructure

A funny domain

Suspect Windows event log analysis application

A tricky backdoor

The Kingslayer attack

Lets go back in time

Conclusion

Schoolbell and the Kingslayer

GoSec

Image credit http://dehahs.deviantart.com/art/Regicide-116708120
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Kent Backman

RSA FirstWatch Threat 
Intelligence Analyst

Focus on espionage-related 
actors

Prior: Decade plus all source, 
intrusion and CIRT threat 
analysis (sometimes in 
combat zones)

Prior: Oceanography, 
oceanographic electronics, 
large-scale web hosting 
operations, large telescope 
operations

About the analyst 

GoSec

Project Schoolbell/Kingslayer 
team
Kent Backman, FirstWatch
Erik Heuser, IR
Jared Myers, IR
Rotem Salinas, FirstWatch
Daniel Frank, FirstWatch
Ahmed Sonbol, FirstWatch
Kevin Stear, FirstWatch
Jon Moroney, FirstWatch
Wes Riley, IR
Christian Roylo, SecureWorks
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FirstWatch Global Footprint
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TRY AND FOLLOW ALONG
N E X T
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Schoolbell is a campaign that infected a lot of vulnerable servers

Some people call it a botnet

old school botnet is a network of zombies, that all have the same C&C, and can respond together to the same 
instructions (send this spam, attack this site, etc.)

2k+ systems infected by Schoolbell (that is a way small “botnet”)

six different C2 domains

seven different kinds of malware already described by others

Proofpoint - Exploring Bergard: Old Malware with New Tricks

Palo Alto - New Attacks Linked to C0d0so0 Group

with sometimes multiple variants of each

Harvested by actors more known for their targeted attacks, not collecting botnets

Attribution is not definitive, but these actors appear to fall into the same bucket of malware coding styles, linked 
infrastructure, and activities named variously as

ShellCrew

C0d0so0/Codoso

APT 19

Axiom
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With what were these servers infected?
Stuff like this

GoSec
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How were these servers (most likely) infected?
By exploiting vulnerabilities in older 
versions of JBOSS

More recent Java deserialization 
vulnerabilities affecting other Java web 
servlet application servers besides JBOSS

GoSec
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2016Apr May Jun Jul

2016

x64 malware w/ google-dash.com C2 
submitted to VT   **0**

Apr 
5

google-dash.com lawfully seized & 
sinkholed by RSA Research

Apr 
7

office365e.com lawfully seized & sinkholed 
by RSA Research

Apr 
20

microsoft-cache.com, jbossass.org, 
xjjboss.com, ukoffering.com lawfully seized 

and sinkholed by RSA Research
Apr 
28

Schoolbell botnet peak of some 2,000 
infections calling back to RSA Research 

sinkholes
May 

1 Today
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Where are these servers that are infected?

GoSec
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A lot of operational actor infrastructure

GoSec

Linked with: 1. Malware clusters
2. C2 domains and IP addresses
3. Historic DNS resolutions (pDNS)
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Why did they hack thousands of servers?
Our research partner SecureWorks has observed significant exploitation activity originating from 
Schoolbell-infected, targeting SecureWorks customers
Is Schoolbell being used as a hacking launch point by advanced actors?
We don’t know: the same vulnerabilities could have given other actors access.  

Schoolbell-related Remote Administration Tool (RAT) called TXER was deployed with DDoS plugins
Every system so far we forensically examined w/ other Schoolbell malware also had TXER
Many code similarities with other Schoolbell malware
Is Schoolbell used for DDoS attacks by advanced threat actor?

If so, it would be the first time we have seen it from these actors
We don’t know how many hosts are infected with TXER because it uses Peer to Peer (P2P) communication 
over an anonymous encrypted protocol called Tox
Difficult to interdict unlike like other Schoolbell malware
RSA Research in Israel continues to analyze TXER

GoSec
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Lets look closer at some Schoolbell infrastructure
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(Some sources and methods protected)
Observed evidence of beaconing to www.oraclesoft.net

Spent considerable time on the phone

Performed forensic investigation of an unsuspecting organization’s Windows domain controller

Head scratching and discussions

Reverse engineering (IR Team) of a suspect Windows event log analysis application

GoSec
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Now I know why dynamic analysis was tough

The public Method Run checks the time and uses another encrypted string to set localization. 

The encrypted string decrypts to “Tokyo Standard Time” and will only run on Saturday, Tuesday, Thursday and Friday between 
9pm and 9 am.  The malware is hard coded to sleep 20 minutes (2 different 10 minute windows) between beacons.

GoSec
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Kingslayer supply chain attack

GoSec

Required adversary to have:

Source code

Code signing key/cert

Administrative access to the update 
and download web sites

Contacted the developer of 
the Windows event log 
analysis application
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2016Apr May Jun Jul

2016

x64 malware w/ google-dash.com C2 
submitted to VT   **0**

Apr 
5

google-dash.com lawfully seized & 
sinkholed by RSA Research

Apr 
7

office365e.com lawfully seized & sinkholed 
by RSA Research

Apr 
20

microsoft-cache.com, jbossass.org, 
xjjboss.com, ukoffering.com lawfully seized 

and sinkholed by RSA Research
Apr 
28

Schoolbell botnet peak of some 2,000 
infections calling back to RSA Research 

sinkholes
May 

1

supermanbox.org acquired & sinkholed by 
RSA Research

May 
31

Event log analysis software vendor 
contacted, security notice posted

Jun 
30

oraclesoft.net lawfully seized and sinkholed 
by RSA Research

Jul 
24

GoSec
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2016Mar May Jul Sep Nov Jan Mar

2015 2016

supermanbox.org registered
Mar 
14

google-dash.com registered
Mar 
16

oraclesoft.net registered
Mar 
17

timekard.com registered
Mar 
27

First Kingslayer binary compiled   **0**
Mar 
30

Event log analysis software w/ backdoor 
packaged, MSI signed w/ stolen key   **0**

Mar 
31

Event log analysis software update website 
subverted w/ Kingslayer backdoor   **0**

Apr 
9

Backdoored event log analysis software 
republished & website remediated by 

vendor
Apr 
26

office365e.com registered
May 
12

PGV_PVID w/ office365e.com C2 targets 
major media corp **0**

May 
13

first CustomTCP Trojan submitted to VT  
**0**

Jun 
25

microsoft-cache.com registered
Jun 
29

Derusbi w/ microsoft-cache.com C2 targets
health care provider

Sep 
1

1st version of TXER RAT submitted to VT  
**0**

Sep 
16

2nd version of TXER RAT plus TXER DDOS 
plugins deployed to Schoolbell victims

Oct 
20

jbossas.org registered
Nov 
20

xjjbossas.com registered
Nov 
26

ukoffering.com registered
Dec 
12

1st Schoolbell malware w/ office365e.com 
C2 in the wild   **0**

Dec 
25

malware w/ xjjboss.com C2 submitted to 
VT
Jan 
28

x86 malware w/ google-dash.com C2 
submitted to VT

Mar 
9

GoSec
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We observed sustained activity from an 
advanced threat actor group over 18+ months 

Evolutionary deployment of tools 
characterized by very low (if any) coverage by 
antivirus vendors

Actors may be using Schoolbell as 
exploit/attack platform

Actors used gradually shifting infrastructure ) 
in their strategic targeting (Kingslayer) that 
was linked to broad exploitation activity 
(Schoolbell)

Aimed at sysadmins, the specific target of 
Kingslayer is unknown

It takes keen visibility and awareness to 
discover advanced threat activity like a 
supply chain attack

Conclusion

GoSec
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Thank You

kent.backman@rsa.com

Special thanks:
Chuck Helstein, DigitalOcean
Darien Huss, Proofpoint
Luis Garcia of luisangelgarcia.com
MS-ISAC for notification assistance
CCIRC for notification assistance
Unnamed researchers with whom we work daily


